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INFORMATION SECURITY MANAGEMENT SYSTEM POLICY

Redstar Aviation Information Security Management System (ISMS) is dedicated to managing the
security of information related to people, infrastructure, software, hardware, user data,
organizational data, any third-party information (electronic records, video recordings, images,
printed documents, verbal information, etc.), and financial resources. This responsibility is guided

by national and international laws, regulations, contracts, standards, and ethical considerations.

In alignment with our mission and vision, we strive to enhance our service quality by ensuring
secure, accessible, continuous, and accurate information, thereby achieving internal and external
customer satisfaction. Our ISMS focuses on effective risk management, performance
measurement of ISMS processes, and regulating relationships with third parties concerning

information security.
Accordingly, through our ISMS Policy, we commit to:

e Allocating the necessary resources with the required competence and skills to ensure
information security and defining corporate roles and responsibilities,

e |dentifying, evaluating, and implementing necessary improvement activities information
risks, ensuring effective risk management, and regularly monitoring and reviewing these
activities,

e Preventing unauthorized access, use, modification, disclosure, destruction, transfer, and
damage to information assets by upholding the core elements of information security:
confidentiality, integrity, and availability,

e Raising awareness by providing Information Security Management and KVKK (Personal Data
Protection Law) training to all personnel,

e Implementing and continuously improving measures to ensure compliance with the legal
requirements of Law No. 6698,

e Ensuring that employees approach information security with awareness and fulfill their duties
responsibly, adhering to published policies, procedures, instructions and announcements,

e Regularly reviewing and controlling the accessibility and continuity of the system,
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e Defining, operating, and continually improving processes and scenarios for business
continuity, emergency, and crisis management,
e Establishing and overseeing the necessary controls for the operation and continuity of the
Information Security Management System through related sub-policies, procedures, and
instructions,

e Implementing necessary sanctions in case of information security breaches,

e Protecting the security and brand image of the organization.

This policy is crafted in accordance with ISO 9001 standards, ensuring a commitment to quality

management and continuous improvement.
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BiLGi GUVENLiGi YONETIM SiSTEMi POLITiKASI

Redstar Havacilik (RSA) Bilgi Guvenligi Yonetim Sistemi (BGYS), insan, altyapi, yazilim,
donanim, kullanici verileri, kurulus verileri, l¢lincl sahislara ait bilgiler (elektronik kayitlar,
video kayitlari, resimler, basil belgeler, s6zIU bilgiler vb.) ve finansal kaynaklarla ilgili bilgilerin
glivenligini yonetmeye adanmistir. Bu sorumluluk, ulusal ve uluslararasi yasa, yonetmelik,

sozlesme, standartlar ve etik degerlere dayanmaktadir.

Misyonumuz ve vizyonumuz dogrultusunda, glvenli, erisilebilir, sirekli ve dogru bilgi
saglayarak hizmet kalitemizi artirmayi, boylece i¢c ve dis misteri memnuniyetini saglamayi
amagliyoruz. BGYS'miz, etkili risk yonetimi, BGYS siireglerinin performans 6l¢imi ve bilgi

glivenligi ile ilgili G¢lncd taraflarla olan iliskilerin diizenlenmesi tGzerine odaklanir.

Bu dogrultuda BGYS Politikamiz ile taahhtlerimiz;

Bilgi glivenligini saglamak icin gerekli yetkinlik ve becerilere sahip kaynaklari tahsis etmek

ve kurumsal rol ve sorumluluklari tanimlamak,

e Bilgi risklerini tanimlamak, degerlendirmek ve gerekli iyilestirme faaliyetlerini uygulayarak
etkili risk yonetimini saglamak, bu faaliyetleri diizenli olarak izlemek ve gozden gecirmek,

e Bilgi guvenliginin temel unsurlari olan gizlilik, bittinlik ve erisilebilirligi koruyarak bilgi
varliklarinin yetkisiz erisim, kullanim, degistirme, ifsa etme, yok etme, aktarma ve zarar
gormesini 6nlemek,

e Tum personele Bilgi Glvenligi Yonetimi ve KVKK (Kisisel Verilerin Korunmasi Kanunu)
egitimi vererek farkindaligi artirmak,

e 6698 sayil kanunun vyasal gerekliliklerine uyumu saglamak ve surekli iyilestirme
onlemlerini uygulamak,

e Calisanlarin bilgi glvenligine bilingli yaklasim gdstermelerini ve gorevlerini sorumluluk
bilinciyle yerine getirmelerini, yayinlanan politika, proseddr, talimat ve duyurulara azami
dikkat gostermelerini saglamak,

e Sistemin erisilebilirligini ve devamliligini diizenli olarak gézden gegirmek ve kontrol etmek,

e s sirekliligi, acil durum ve kriz yonetimine yénelik siire¢ ve senaryolari tanimlamak,

isletmek ve surekli iyilestirmek,
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e Bilgi Givenligi Yonetim Sistemi’nin isletilmesi ve sirekliliginin saglanmasi icin gerekli
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kontrollerin tesisini ve gdzetimini ilgili alt politikalar, prosedirler ve talimatlar araciligiyla
saglamak,
e Bilgi glivenligi ihlallerinde gerekli yaptirimlari uygulamak,

e Kurulusun glvenligi ve marka imajini korumak,

Bu politika, ISO 9001 standartlarina uygun olarak hazirlanmis olup, kalite yénetimi ve surekli

iyilestirme taahhtidini garanti eder.
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